	PL PRES SURVEY ON CYBERSECURITY OF MEDICAL DEVICES

	DETAILED INFORMATION ON THE ORGANISER:

	Name: Polish CA/DA - The Office for Registration of Medicinal Products, Medical Devices and Biocidal Products
Address: Al. Jerozolimskie 181c, 02-222 Warsaw, POLAND


	TYPE OF RESPONDING ENTITY:

	☐  Notified Body
☐  Competent/Designating Authority   
☐  Industry Organization 
☐  Patient Organisation
☐  Hospital Organisation
☐  eHealth Network Member 
☐  Other, please specify:

	DETAILED INFORMATION ON THE RESPONDING ENTITY (OPTIONAL):

	Name: 
Address: 
E-mail: 
Contact Person:

	BACKGROUND:

	The purpose of this survey is to gather information and opinions from a broad spectrum of stakeholders on the functioning of provisions established by the MDR and IVDR in the field of cybersecurity, considering the growing number of devices with direct connection to internet such as cardioverter defibrillators, pacemakers, insulin pumps, glucometers and more sophisticated stationary devices like X-Ray, CT or NMR.
Annex I of MDR/IVDR addresses the security of medical devices in general terms. Although the term cybersecurity is not explicitly mentioned, minimum requirements for cybersecurity are defined. Additionally, the guidance document which addresses the cybersecurity of medical devices (MDCG 2019-16 Rev.1 Guidance on Cybersecurity for medical devices) has no binding character. 
For the reasons stated above, PL PRES would like to raise the topic and use gathered information to moderate the discussion and contribute to the targeted consultations the Commission is carrying out.
Selected documents relevant for the exercise are enclosed for your reference. 

	QUESTIONS:

	1. According to your experience, to what extent do you agree that cybersecurity risks are adequately assessed during the conformity assessment of medical devices?  

	☐ Strongly disagree     
☐ Disagree
☐ Neutral      
☐ Agree
☐ Strongly agree      
☐ Not applicable/I don’t know

Please justify: 

	2. If you disagree, please indicate what kind of changes should be introduced? 
If you answered "agree/ neutral/ not applicable/I don’t know " to the above question, please go to question no. 3.
More than one answer may be indicated.

	☐ Cybersecurity of MD should be directly, specifically and clearly regulated in Annex I MDR/IVDR. 
☐ MDCG guidelines should be updated.
☐ MDCG guidelines should be elevated to common specifications as implementing act based on the Article 9 MDR/IVDR.
☐ New common specifications should be developed.
☐ New type of Field safety notices on medical device cybersecurity should be established and by definition distributed confidentially (in aim not to reveal weak points of e.g. software).
☐ Other (please provide): 

	Please provide additional information/comments:    

	3. Do you have additional national requirements/regulations regarding cybersecurity of medical devices? Do you know any other relevant document? 

	☐ Yes       ☐ No
If yes, provide additional information.

	4. Have you encountered a serious cybersecurity incident with medical devices or was informed about such event in the last 2 years?

	☐ Yes       ☐ No	
If yes, please provide additional information.

	5. If, after summarizing the survey and discussion, the MDCG decides to form a Task Force, are you able to delegate an expert to work in dedicated Task Force or possibly could recommend experts who would  participate in such task?

	☐ Yes       ☐ No
If yes, please specify related field of expertise  of the expert:



In the attachment: 

Documents referring to medical devices cybersecurity:
1. MDCG 2019-16 rev. 1 Guidance on Cybersecurity for medical device 
2. Principles and Practices for Software Bill of Materials for Medical Device Cybersecurity (IMDRF/CYBER WG/N73 2023)
3. Principles and Practices for the Cybersecurity of Legacy Medical Device (IMDRF/CYBER WG/N73 2023)
4. Principles and Practices for Medical Device Cybersecurity (IMDRF/CYBER WG/N60 2020)
5. The ANSM recommendations – Cybersecurity of medical devices integrating software during their life cycle (09/23/2022)
6. IEC 81001-5-1:2021 Health software and health IT systems safety, effectiveness and security Part 5-1: Security — Activities in the product life cycle 
7. ISO 14971:2019 Medical devices – Application of risk management to medical devices
8. ISO 13485:2016 Medical devices – Quality management systems – Requirements for regulatory purposes

Documents referring to cybersecurity of non-medical devices:
1.  Regulation (EU) 2019/881 of the European Parliament and of the Council of 17 April 2019 on ENISA (the European Union Agency for Cybersecurity) and on information and communications technology cybersecurity certification and repealing Regulation (EU) No 526/2013 (Cybersecurity Act)
2. Directive (EU) 2022/2555 of the European Parliament and of the Council of 14 December 2022 on measures for a high common level of cybersecurity across the Union, amending Regulation (EU) No 910/2014 and Directive (EU) 2018/1972, and repealing Directive (EU) 2016/1148 (NIS 2 Directive)
3. Regulation (EU) 2024/2847 of the European Parliament and of the Council of 23 October 2024 on horizontal cybersecurity requirements for products with digital elements and amending Regulations (EU) No 168/2013 and (EU) 2019/1020 and Directive (EU) 2020/1828 (Cyber Resilience Act)
